OBLON, SPIVAK, ET AL 
DOCKET #: 194543US-2 
1NV: TETSURO MOTOYAMA ET AL. 
SHEET JL_ OF 32 



3 , 4 32 



PRINTER 



FACSIMILE 
MACHINE 



24 

2. 



26 




22 

i_ 

WS 



DIGITAL COPIER/ 
PRINTER 




50B 




42 



WS 



46 



44 



72 
68" 

70 

80 
74- 

76 



WS 




WS 




FIG. 1 



OBLON, SPIVAK, ET AL 
DOCKET #: 194543US-2 
INV: TETSURO MOTOYAMA ET AL. 
SHEET _2_ OF_^ 2 




OBLON, SPIVAK, ET AL 
DOCKET #: 194543US-2 
INV: TETSURO MOTOYAMA ET AL.. 
SHEET JL_ OF. 32 



202 



SORTER 



200 



198 



DUPLEXER 



LARGE 
CAPACITY 
TRAY UNIT 



196 



PAPER FEED 
CONTROLLER 



194 



SCANNER 



192 



PRINTER/ 
IMAGER 



FIG. 3 



186 



CPU 



160 



RAM 



161 



ROM 



164 



MULTI- 
PORT 
NETWORK 
I/F 




170 



172 



I/F 

CONTROLLER 



174 

1 



OPERATION 
PANEL 



176 



STORAGE 
I/F 



FLASH 
MEMORY 



178 




180 



LOCAL 
CONNECTION 



171 



OBLON, SPIVAK, ET AL 
DOCKET #: 194543US-2 
INV: TETSURO MOTOYAMA ET AL. 
SHEET J_ OF 32 



MULTIPORT 


CABLE MODEM 


NETWORK 
INTERFACE 


TTTT FPHHNF TNITPRFAPF - 
1 El^Xlr 11 WIN E. UN l ILiVr rY^-CL 




ISDN INTERFACE 




WIRELESS INTERFACE 




ETHERNET INTERFACE 




TOKEN RING INTERFACE 



222 
224 

226 
~~L_ 

228 



230 



•220 



168 A 



z 

168B 

z 



7 



170 



FIG. 4 



OBLON, SPIVAK, ET AL 
DOCKET #: 194543US-2 
INV: TETSURO MOT O YAM A ET AL. 
SHEET _5_ OF 32 



260-1 



(^INTRANET 



254 

2_ 



256 



SERVICE MACHINE 



DATA 



50-l'~v- FIREWALL 



264 



266 



268 



INTERNET 
SERVICE 
PROVIDER 



COMPUTER 



BUSINESS 
OFFICE 
DEVICE 




260-2 



272- 



COMPUTER 



274 
276 




COMPUTER 



NETWORK 



^ ■ - ^vjivir u 

( tntranet )-J— 1- 



COMPUTER 







COPIER 



.260-4 



282 



BUSINESS 
OFFICE 
DEVICE 



T 

278 



7 

286 



FIG. 5 



BUSINESS 

OFFICE 
APPLIANCE 



7 



285 



OBLON, SPIVAK, ET AL 
DOCKET #: 194543US-2 
IN V: TETSURO MOTOYAMA ET AL. 
SHEET _6_ OF„32_ 



300 

Device/ 
Appliance 

Sender 



318 



302 

Computer 
Interface to 

Device/ 
Appliance 




User at a 
Terminal 
Receiver 



304 



308 





Mail 






Agent 










Mail 






Agent 


*1 


316 






TCP/IP 
310^ 



User 
! Mailboxes ! 



314 



Connection 



Message 
Transfer 
Agent 



T 

312 



FIG. 6A 



OBLON, SPIVAK, ET AL 
DOCKET #: 194543US-2 
INV: TETSURO MOTOYAMA ET AL. 
SHEET 2_ OF 12 



300 J 



H8 




User at a 
Terminal 

Receiver 



Device/ 
Appliance 



Mail 
Agent 

T~ 

316 



User 
Mailboxes 



314 



301 



COMPUTER 
308 



Message 
Transfer 
Agent 



TCP/IP 
310^ 



Connection 



Message 
Transfer 
Agent 



7 

312 



FIG. 6B 



300 

i 

Device/ Appliance 



308' 



Message 
Transfer 
Agent 



TCP/IP 
Connection 



T 

310 



312 

Message 
Transfer 
Agent 



FIG. 6C 



OBLON, SPIVAK, ET AL 
DOCKET #: 194543US-2 
INV: TETSURO MOTOYAMA ET AL. 
SHEET JL OF 3^ 



Mail Server/POP3 Server 





308 



310 



Device/ Appliance 



300 



Fig. 6D 



OBLON, SPIVAK, ET AL 
DOCKET #: 194543US-2 
INV: TETSURO MOTOYAMA ET AL. 
SHEET OF 32 



Device/ 
Appliance 



Computer 
Interface 




Mail Agent 



T 

304 



300 



302 



SENDING 
HOST 



Queue of 
Mail to Be 
Sent 



322 A' ^ 



320 



306A 




322B 



Local 
MTA 





Local 




Local 


MTA 




MTA 


t 

322E 


<> 

322F 



FIG. 7 



OBL.ON, SPIVAK, ET AL 
DOCKET #: 194S43US-2 
INV: TETSURO MOTOYAMA ET AL. 
SHEET _UL OF 32 




UNIVERSAL 
SERIAL BUS 
DEVICE 



FIG. 8 



OBLON, SPIVAK, ET AL 
DOCKET #: 194543US-2 
INV: TETSURO MOTOYAM A ET AL. 
SHEET 11 OF 32 



300 



510 



User Interface 
(Application 1) 



512 



Application 2 



513 




Monitoring System 



7 



515 



Sending Block 



7 



520 



FIG. 9 



OBLON, SPIVAK, ET AJL 
DOCKET #: 194543US-2 
INV: TETSURO MOTOYAMA ET AL. 
SHEET 12 OF 32 



FIG. 10 



510 



515 



Target Application 



User Interface 



Z 



Monitoring and 
Logging System 




520 



700 



FIG. 11 



710 



715 



< 



□ 


□ 


□ 


□ 


□ 


□ 


□ 


□ 


□ 


□ 


□ 


□ 


□ 


□ 




0 


□ 






OBLON, SPIVAK, ET AL 
DOCKET #: 194543US-2 
INV: TETSURO MOTOYAMA ET AL. 
SHEET 13 OF. 32 



514 




startMonitoring, 

recordEvent, 
stopMonitonng, 
setApplicationID, 
electFormatProtocol 
sendFileWithProtocol 



840 



z 



EventLogger 



EventData 



810 



830 

initialize 
storeEvent 



Interface 



stopMonitoring 
getEventData 



System 
Manager 



formatData 



850 




870 

2_ 



setApplicationID 
getSystem Reg ist ry 
getClock 



storeFormatAndProtocol 
verifyFormatProtocoi 



t 



820 



Format & 
Protocol 
Information 
base 



getFormatAnd Protocol Vecfor 



processFormattedData 




860 



getSMTPResourcePointer 
getFTPResourcePointer 



System 
Resource 



System 
Resource 
Interface 



900 



System 
Clock 



7 



System 
Registry 



940 



7 



SMTP 
Resource 



930 



7 



920 



FTP 
Resource 



910 



FIG. 12A 



OBLON, SPIVAK, ET AL 

DOCKET #: 194543US-2 

IN V: TETSURO MOTOYAMA ET AL. 

SHEET OF 32 - 



Return Value 


Function Name 


Description 


bool 


getNextSession 


Returns false when there is no more session; 
true otherwise 


string 


getFileName 


Returns file name for the E ventData 


map<string, string> 


getSessionlnformation 


Returns the map. Keys are UserlD, 
ApplicationID, CumulativcScssionNumber, 
StartTime, and Duration. 


rnap<string, 
vector<string» 


get S e s sionE ventData 


Returns the map Keys are EventName and 
EventTiming. The values of EventTiming 
vector are in the unit of 10th of a second 
converted from unsigned integer to string 



FIG. 12B 



OBLON, SPIVAK, ET AL 
DOCKET #:194543US-2 
INV: TETSURO MOTOYAMAET AL. 
SHEET _15_OF_32L_ 



Return Value 


Function Name 


Description 


bool 


getNextLine 


Returns one line of string data as an out 
parameter string. The function returns true if 
there is a line; false if no more line exists with 
empty string. 


string 


getFileNameWithSuffix 


Returns file name for the data with suffix if 
applicable 


enum 


getDataType 


Returns the data type, BINARY or TEXT 



FIG. 12C 



OBLON, SPIVAK, ET AL 
DOCKET #; 194543US-2 
INV: TETSURO MOTOYAMA ET AL. 
SHEET JjL_ O F 32 



Application S/W 
init 



Application S/W 
CommandX 
Handler 



Application S/W 
Closing 



1: setApplicationlDC'MyProg") 



Monitoring 
System 



2. startMonitonngO 



3~ recordEvent("CommandX") 



4. selectFormatProtocol 



5 stopMonttonngQ 



6: send monitored information 



FIG. 13A 



OBLON, SPIVAK, ET XL 
DOCKET #: 194543US-2 
INV: TETSURO MOTOYAMA ET AL. 
SHEET 17 OF 32 



Application S/W 
Init 



Application S/W 
Function 



Monitoring 
System 



1. setAppIicationlD("MyProg") 



2 sendFtleWithProtocol 
=> 



3. send File 



FIG. 13B 



OBLON, SPIVAK, ET AL 
DOCKET #: 194543US-2 
INV: TETSURO MOTOYAMA ET AL. 
SHEET 18 OF 32 



514 



Application 



parameters are File Name, File Path, 
Format and Protocol 



8l V nn 



/ 



1: sendFileWithProtocol 



Interface 



Data Format 
Processor 



T 

850 



ptr to abs class of formatted data 

O > System 

6 File Name" ' : Manager 
< — O File Path 
< 



l l l/ l 



parameters are File Name, File Path, 
Format and Protocol 



2: sendFileWithProtocol 



V 



4: form at Data 



82 



J Form at- Protocol 
3: verifyFormatProtocol 1 Information Base 
> 



O > 



830 



format and protocol are 
checked and possibly 
modified 



\ 

ref to System Resource 



ptr to abs class of formatted data 



5- process Formatted Data 




Protocol 860 
Processor 



FIG. 14 



OBLON, SPTVAK, ET AL 
DOCKET #: 194543US-2 
INV: TETSURO MOTOYAMA ET AL 
SHEET _L2_ OF 32 



1000 




1030 



CFileDataFormatter 



CTextFileDataFormatter 



^ CBinaryFileFarmattedData 



1034 

1124 

CTextFileFormattedData 



1120 



CAbsFormattedData 



CAbsFiteFormattedData 



1100 



FIG. 15 



OBLON, SPIVAK, ET AL 

DOCKET #: 194543US-2 

INV: TETSURO MOTOYAMA ET AL. 

SHEET 2D__ OF 32 _ 



830 



System Manager 



1000 



CAbsEventData Ptr 



in 



1 : formatData 
CAbsFormattedData Ptr 



CAbs Data Formatter 



Pointer to 

CTextStringListFormattedData 



Either CCommaDataFormatter or t\ 
CXMLDataFormatter i 



FIG. 16 



OBLON, SPIVAK, ET AL 
DOCKET #: 194543US-2 
INV: TETSURO MOTOYAMA ET AL. 
SHEET _2JL_ O F 32 



830 



System Manager 



string: File Path 
string:File Name 



the function in 
CFileDataFormatter 



1000 



m 



v 



1 : formatOata 



CAbsFormattedData Ptr 



CAbsDataFormatter 



Either pointer to 
CBinaryFileFormattedData 
or CTextFileFomnattedData 



Either CBinaryFileDataFormatter or 
CTextFile Data Formatter 



FIG. 17 



OBLON, SPIVAK, ET AL 
DOCKET #: 194543US-2 
INV: TETSURO MOTOYAMA ET AL. 
SHEET 22 O F 32 



1200 



1210 



CAbsProtocolProcessor 



1250 



CLocalDiskPr otocol P roce ssor 



Processor j 



CFTPTextProlocofProcessor 



CSMTPBodyProtocolProcessor 



CFTPBmaryProtocoiProcessor 



4 



1220 



CSMTPMIMEBase64ProtocolProcessor 



1240 



FIG. 18 



1230 



OBLON, SPIVAK, ET AL 
DOCKET #: 194543US-2 
INV: TETSURO MOTOYAMA ET AL. 
SHEET 23 OF 32 



830 



System Manager 



reference to System Resource 
ptr to abstract formatted data 



1200 



I J i 1: 



process Fo rmatted Data 



CAbsProtocolProcessor 



/ 



CLocalDiskProtocolProcessor 



ref to System /' 
Registry / 



3. getLoca I Directory 
string: Local Directory 



2: getSy stern Registry 



System Registry 



System Resource Interface 



7 



? 

930 



900 



FIG. 19 



OBLON, SPIVAK, ET AL 
DOCKET #: 194543US-2 
INV: TETSURO MOTOYAMA ET Al . 
SHEET 24 OF 32 



830 



System M anager 



reference to System Resource 
ptr to abstract formatted data 

: processFormattedData 



lit I 1 '' 



1200 



CAbsProtocolProcessor 



X 



/ ° 1/2 : g 
/' ptr to SMTP Resource 



CSMTPBodyProtocolProcessor 
or 

CSMTPMIMEBase64Protoco!Processor 



ptr to abstract formatted data 



/ 



System Resource Interface 







7 



SMTP Resource 



900 



7 



920 



FIG. 20 



OBLON, SPIVAK, ET XL 
DOCKET # : 194543US-2 
INV: TETSURO MOTOYAMA ET AT,. 
SHEET ^5_OF_31__ 



830 



System Manager 



reference to System Resource 
ptr to abstract formatted data 



1 1/ i 



1: processFormattedData 



1200 



C A bs Protocol Processor 



/ 



CFTPBinaryProtocol Processor 
or 

CFTPTextProtocolProcessor 



\ 



4^ 



\ Binary or Text 
2 getFTPResourcePomter \ O 



ptr to abstract formatted Data 

sendUsingFTP 



ptr to FTP Resource 



System Resource Interface 



T 

900 



FTP Resource 



FIG. 21 



910 



OBLON, SPIVAK, ET AL 

DOCKET #: 194543US-2 

INV: TETSURO M OTOYAMA ET AL. 

SHEET _2jj_ OF 32- 



1300 



CFormatProtocoU nformationBase 



m_FormatProtocolVectorMap : std::map<int, std:;vector<int> > 




CCombinationCheckForMonitoring 



CCombmationCheckForFileSend 



33 



1310 



1320 



FIG. 22 



OBLON, SPIVAK, ET AL 
DOCKET #: 194543US-2 
INV: TETSURO MOTOYAMA ET AL. 
SHEET 27 OF 32 



830 



1300 



System 
Manager 



int format 
int protocol 



storeFormatAndProtocol 



CFormatProtocoLlnformationBase 



int format 
int protocol 



Two in!'s are 
tnOut_ parameters 



t> ^ ^ 1 



2* checkAndModifyCombmatton 



boo! 



CCombi nation CheckForMonitonnq 



FIG. 23 



OBLON, SPIVAK, ET AL 
DOCKET #: 194543US-2 
INV: TETSURO MOTOYAMA ET AL. 
SHEET 2ft OF 32 



830 

V 

t System 
I Manager 

1: getFormatAndProtocolVector 

I 

bool 

int formal 

vector<int> protocol 




CFormatProtocoUnforma tionBase 



FIG. 24 



OBLON, SPIVAK, ET AL 
DOCKET #: 194543US-2 
INV: TETSURO MOTOYAMA ET AJL. 
SHEET J£__OF_^£_ 



830 



System 
Manager 



1300 



int format 
int protocol 



1. verifyFormatProtocol 



boof 



CFormatProtocol InformationBase 



Two int's are inOut_ 
parameters 



T 



1320 



int format - 

int protocol 



^ l l l 



2: checkAnd Modify Combination 



CCombtnationCheckForF iteSend 



FIG. 25 



OBLON, SPIVAK, ET AL 
DOCKET #: 194543US-2 
INV: TETSURO MOTOYAMA ET AL. 
SHEET 30 OF 32 



Key 


Value 


10 


r 

t ■ 


10 


30 


100 


105 


20 


{ > 


10 


30 


100 


105 | 



FIG. 26A 



1. 


Set retum-bool to true 


2. 


Use find function of the Map for inOut_nFormat 


3. 


If returned iterator is end (Not found), set 




inOut_nFormat to the default value(10) and set 




return-bool to false 


4. 


get the Set value for the key format 


5. 


Use the find function of the Set for inOut_nProtocol 


6. 


if returned iterator is end (Not found), set 




inOut_nProtocol to default (1) and set return-bool 




to false 


7. 


return return-bool 



FIG. 26B 



OBLON, SPIVAK, ET AL 
DOCKET #: 194543US-2 
INV: TETSURO MOTOYAMA ET AL. 
SHEET 31 OF 32 



Key 



Value 



Key 


Value 


1 


1 


10 


10 


30 


30 


100 


100 


105 


105 



Key 


Value 


1 


1 


10 


30 


30 


30 


100 


105 


105 


105 



FIG. 27A 



OBLON, SPIVAK, ET AL 
DOCKET #: 194543US 2 
INV: TETSURO MOTOYAMA ET AL. 
SHEET 32 O F 32 



1 . Set return-bool = true 

2. Use find function of the Map for inOut_nFormat 

3. If returned iterator is end, set inOut__nFormat to 
the default value (5) and set return-bool to false 

4. Get the Map corresponding to the key format 

5. Use the find function of the Map for inOut_nProtocol 

6. i f returned iterator is end { 

set inOut_nProtocol to default (105) 
and set return-bool to false 

} 

else { 

return-bool = (inOut_nProtocol EQ 

(Value field corresponding to 
inOut„nProtocol)) 
logical-AND return-bool. 
set inOut__nProtocol = 

(Value field corresponding to inOut_nProtocol). 

} 

7. return return-bool 
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